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1 Introduction

1.1 Architecture

Agent MaaS Suite (AMS) is the latest software solution product released by Axiomtek
in response to the trend of the Internet of Things (loT). It is a lightweight device and
data management software platform that comes with information visualization and
data clouding features. From the terminal device to the gateway equipment in the
middle stage, and then to the remote management platform, AMS assists users in
managing and handling the tasks that they may encounter in various classes, such as
protocol communication, data collection and processing, message transmission, and
information presentation. AMS also puts the 10T / lloT spirit into action by performing
device and equipment management, allowing users to reduce human resources and
lower technical thresholds during project development, so that they can fully focus on
application integration and creation of value-added services.

NETWORKING

Global/Cloud Network Wi-Fi AP, Switch, Router, 4G/LTE, 5G

MQTT = AMQP * HTTP « TCP/IP = Database

AXView 3.0 | AXView 3.0 | AXView 3.0 | AXView 3.0 | AXView 3.0 | AXView 3.0 | AXView 3.0
CONTROL

Edge Computer & loT
Gateway ﬂ'
NETWORKING

Local Network, Protocol
Communication

Agent Maa$S Suite (AMS)

FIELD E Kﬂ‘\l {o) ""E;i"" - m a ope — ., Analog Signal * Digital Signal
End Device & Machine = o~ !i“i“ = Remote I/0 + GPIO - GPS - Gyro

Sensor Accelerometer MIC
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1.2 Features

To exemplify the spirit of loT/lloT while retaining flexibility, AMS is divided into two
packages according to their operational role requirements: System Management -

AXView 3.0; and Remote Management - MaaS (Management as a Service).

NETWORKING
Global/Cloud Network
+ Multi-device Management

+ System On-line Monitoring
+ Device Topology & Status Detection

Wi-Fi AP, Switch, Router, 4G/LTE, 5G

« Event Notification
« Historical Data Review & Report

Device and System Management - DSM —— AXView 3.0 — Data Processing and Visualization - DPV

+ Inventory Information
+ On-line Monitoring

CONTROL + Event Notification
Edge Computer & loT - Device Settings
Gateway « Protocol Plug-in

- Modbus TCP/RTU - MQTT - HTTP
NETWORKING - TCPIP -AMQP - Database

= Visual Develop Ul

» Flow-based Program Tool - Node-RED
- API-to-Node
- Function-to-Node
- JavaScript

* SCADA-like Dashboard

Software & Solution Product Division

Agent Maa$S Suite (AMS)

Local Network, Protocol
Communication

FIELD E @\1

End Device & Machine

P T sl

§ Analog Signal « Digital Signal
ii *g?..u | Remote |/O » GPIO « GPS * Gyro

Besides providing basic device management and data processing functions, AXView

IRU Sensor Accelerometer

3.0 also includes flexible features for design change and functional expansion, with the
main function blocks encompassing both Device and System Management (DSM) and
Data Processing and Visualization (DPV).
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1.3 Specifications

COMMUNICATION Interface RS-485, RJ-45, Wi-Fi, 3G/4G
Protocol Modbus RTU/TCP, MQTT, TCP/UDP,
HTTP, Socket, WebSocket
MONITORING System Voltage, Temperature, Digital I/0O, Fan
speed, Status and USB insert/remove
Connected device for Modbus device
DEVELOP TOOL Node-RED integrated
PROGRAMMING JavaScript supported
LANGUAGE
SECURITY Watchdog Timer to ensure normal operation
Operating per user ID authentication
SYSTEM REQUIRMENTS (ON Linux Ubuntu 16.04 or Yocto 2.5.1
CPU Intel® Atom® processor E3815 or above
Storage 16GB or above
Memory 4GB or above
PLATFORMS Please refer to [1.4 Hardware Platform Support List]
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1.4 Hardware Platform Support List

Fanless Embedded System  eBOX100-312, eBOX560-300, eBOX560-500,
eBOX560-512, eBOX565-312, eBOX565-500,
eBOX625-853, eBOX626-853, eBOX627-312,
eBOX625-312, eBOX670-891

loT Gateway ICO100-839, ICO120-83D, ICO300-83B, IC0310,
ICO320-83C

Transportation System tBOX300-510, tBOX324-894, tBOX500-510
UST100-508, UST500-510

Fanless Touch Panel PC GOT110-316

Digital Signage Player DSP300

Industrial PC IPC962-511, IPC962-512, IPC964-512, IPS960-511-PoE,
IPS962-512-PoE

Industrial Motherboard IMB520, IMB523

System Host Board SHB150, SHB140

Card/Module AX92320
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2 Getting Started

2.1 Install MaaS

2.1.1Install MaaS in Windows 10 x64
1) Unzip the zip file and navigate to the directory.
2) Right-click on “install.bat” file and choosing “Run as administrator”.

v Manage
Home  Shre  View  ApplicationTools
T instalmaas
# Quick

nnnnn

Propeties

3) System will install needed components.
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5) Waiting for a moment to complete the installation. The command line will
closed when installed complete.
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6) When starting the MaaS server on Windows, a prompt to allow connections in
Windows Firewall may appear. Click “Allow access” to confirm.

2.1.2Install MaaS in Yocto 2.5.1
Please contact us.
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3 Maas

There are three role administrator, manager and user in MaaS web service.
Administrator is the role with highest level access to the website. Administrator can
manages all Axiomtek devices which connected to MaaS service. Administrator also
can manage the account. Manager can view and control the own Axiomtek devices.
User only can view the specific devices which devices are setting by administrator.
The permissions of the roles are as below.

tems Account Device Data
Roles Management Management Visualization
Administrator \% \% \%
Manager \% \
User \%

3.1 Login

Open your web browser recommended that you to use browser software Google
Chrome, Firefox, and type in the following address to the URL bar:
http://[<MaaS_ip>

After the navigation, it'll show login web page. Please enter the id and password to
login (Apply for an account by administrator of MaaS server).
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If you enter the wrong id or password, it'll show error message as below.
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3.2 System Information

3.2.1Dashboard
This is the home page of MaaS. The dashboard provides a one-stop summary in this
account. From here you can see the gateways status like device’s location, device
count, event’s count and event history. Only administrator and manager can see the
“‘Request” item.

P Qe

Q DEVICEMAP #* TOTAL DEVICE

,1:

#* EVENT COUNT
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I g @

+* TOTAL DEVICE

0

## EVENT COUNT

User can use user icon to change password and log out.
3.2.1.1 Change Password
- Click “Password” will navigate to password change page.
Enter the Username, old password and new password to change password
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® Q@

Q DEVICEMAP + TOTAL DEVICE -

o 1
® e

0

## EVENT COUNT

Password

8 oipassword

B New Password

B confim Password

3.2.1.2 Account Settings
- Click “Account Settings” will navigate to account setting page. Only the
administrator can create new account.
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.....

=1k NAME MANAGER PREMISSION REGISTION TIME

TueFeb 19 2019 16:2

MT+084

aaran_read aaron Read Man Feb 25 2015 15:21:29 GMT+0800 (&

Administrator can add new account by click “Add User” button. Fulfill the request to
complete added new account.

. ____________________________________________________________________________________________________________________________________________________________|
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3.2.2Event
- List all events in this account.
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3.2.3Device
List all devices in this account. Only administrator and manager can see the “ACTION”
item.

nnnnnnn

When administrator or manager rejects the device, the device’s local web page will get
a reject notification.
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§ & Admin

Time Infomation System Usage
S cpy Intel(R) Atom(TM) Processor E3930 @ 1.30GHz
A o @ ey @ o @
04:59:07 | 04 0ur 22 v 56 e . A ;
Oevics Name locahost 0% 78% 51%
G2 Minanorke Event AXV Notification (Last 30)
L ]
] 1
2019-03-13 141913 20190313 143333
s 2019-03-131526:06 2019-03-131528:50
local NT
2019-03-131422:28 2019-03-131523:29 2019-03-131526:37 2019-03-13 16:58:41
i 1
'
———— '
tard ent = 5 g = Jser Login we

Hardware Event

@ Temperature Voltage Fan n Lan

v v v
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L0 8 admn
Log list
Messag
20190313 16:58:41 Reject device from Maa$
signal
aaaaaaaaaaaaaaaa
4 2019-03-13 15:26:06 Get a signal - SIGINT

et 2 signal ~ SIGINT
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3.2.4Request
List all request in this account. Administrator and manager can accept and reject
device’s request to add it into manager account. Only administrator and manager can
see the “Request” web page.

e @ beandr
BB REQUEST TABLES
f Dashboarc
Event NAME P MANAGER REQUEST TIME ACTION
I:] Device 1C0100.41586A3D97 10.1.70.245 brandon Wed Mar 13 2019 14:21:25 GMT+0800 (= 1 Lig 83 A

Request

When administrator or manager rejects the request, the device’s local web page will
get a reject notification.
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§ & Admin

Time Infomation System Usage
S cpy Intel(R) Atom(TM) Processor E3930 @ 1.30GHz
A o @ ey @ o @
04:59:07 | 04 0ur 22 v 56 e . A ;
Oevics Name locahost 0% 78% 51%
G2 Minanorke Event AXV Notification (Last 30)
L ]
] 1
2019-03-13 141913 20190313 143333
s 2019-03-131526:06 2019-03-131528:50
local NT
2019-03-131422:28 2019-03-131523:29 2019-03-131526:37 2019-03-13 16:58:41
i 1
'
———— '
tard ent = 5 g = Jser Login we

Hardware Event

@ Temperature Voltage Fan n Lan

v v v
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L0 8 admn
Log list
Messag
20190313 16:58:41 Reject device from Maa$
signal
aaaaaaaaaaaaaaaa
4 2019-03-13 15:26:06 Get a signal - SIGINT

et 2 signal ~ SIGINT
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3.3 Device

The device will list Group by manager name when log in account is administrator.

~* TOTAL DEVICE

#+ EVENT COUNT

562

3.3.10verview

The device page displays more detailed information about the following items:

® Device status: If the device is online, the icon will be green. If the device is offline,
the icon will be red.

® Device information: Display the owner information, device status, name and
address.

® Topology: Display the connected sensor node.

Work Time: Display the work time in this month. It'll show when device is online.

® Event Chart: Display the event by three types (Hardware event, system log and
user login). It'll show when device is online.
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3.3.2Visualization
Display the device visualization page.

2 Qoo

1C0300.41586A3D97
MNo. 55, Naroxing Ral, Xizhi District, New Taipel City 221, Talwan

U VISUALIZATION

AT

Welcome to the Node-RED Dashboard
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Appendix A

Troubleshooting

400 ERROR — PAGE NOT FOUND
The request could not be understood by the server due to malformed syntax. The
client should not repeat the request without modifications.

2 8 somn

Time Infomation System Usage
5 cpu Intel(R) Atom(TM) Processor 3930 @ 1.30Hz
02:20:31 s 03 0020 s 18 winse e 5000 . i X

Cevice Name  localbost 3% 54% 51%
Event AXV Notification (Last 30)

A
Hardware Event
{ ! Temperature Voltage Fan n Lan

v v v
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404 ERROR - PAGE NOT FOUND

The server has not found anything matching the request-URI. The requested resource
could not be found but may be available in the future. Subsequent requests by the
client are permissible.

PAGE NOT FOUND

404 ERROR
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500 ERROR — INTERNAL SERVER ERROR

The server encountered an unexpected condition which prevented it from fulfilling the
request.

INTERNAL SERVER ERROR

500 ERROR
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